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7.1.11 Support for Value Added Services (VAS) in MMS

The MMS Relay/Server may support services, in addition to user-to-user messaging, that are either provided by the MMS operator or by third-party Value Added Service Providers (VASP).  Examples of services that may be provided as:

· Messages that originate from the VASP to a single or mass-distribution of recipients.

· Messages that originate from a MMS Relay/Server to the VASP that may generate a VASP reply or a new MM submission.

Note: The above functionality will be specified within a single MMSE for this release.  Future releases may expand this support across multiple MMSE.

7.1.11.1 Authentication

MM7 should use transport layer security mechanisms to authenticate the VASP in this release.  
For example, if HTTP is used as an MM7 transport, many optional authentication mechanisms are available. The MMS Relay/Server or the VASP may use the mechanisms defined in [x],” basic” and “digest” authentication to authenticate the VASP during each session established for message submission. Each VASP may send a VASP ID and a password before any transactions will be allowed by the MMS Relay/Server.   For additional security, HTTP may be carried over a TLS [y] session to the MM7 interface. 
Alternatively, authentication mechanisms based on public/private key cryptography and certificates may also be used. Key management is out of scope for this release.
The VASP may authenticate the MMS Relay/Server using similar mechanisms.
7.1.11.2 Authorisation

The MMS Relay/Server should authorise the VAS to send MM to the MMS UA. The authorisation shall be completed during each session established by the VAS. For example, if the VAS attempts to send a MM to the MMS Relay/Server when the VAS is not authorized, then the MMS Relay/Server should not permit the operation .
7.1.11.3 Confidentiality
A major concern when connecting with third-party services is confidentiality of the information passed between the external service and the messaging server.  Therefore, optionally (e.g. dependent on the service level), the VASP interface may be carried over an encrypted and secure bearer, e.g. HTTP over SSL or TLS, or by use of application-layer encryption.  This may be further elaborated in future releases.

7.1.11.4 Charging Information

The MMS Relay/Server should generate charging events for all operations invoked, directly or indirectly, by VASP operations.  In addition, a VASP may produce service codes that contain billing information that may be transferred to the MMS Relay/Server and passed directly to the billing system without intervention. 

8.7.1.2 Abnormal Operation

The MMS Relay/Server should reject the MM7_submit.REQ if the VAS cannot be authorized or if the parameters of the request exceed the service level for the service being employed.  Similarly, if none of the destinations can be resolved then the response status should indicate an error.  If one or several  (but not all) addresses can be resolved, the MMS Relay/Server should deliver the message to those addresses and respond to the VAS using the MM7_submit.RES with a partial success to the VASP.  Partial success does not indicate that the MM was actually delivered to the destinations but states that the request has been at least partially accepted.

8.7.1.3 Features

Authorization: The VASP must supply its own identifier, the VAS identifieras part of the request.

8.7.3.2 Abnormal Operation

The MMS Relay/Server should reject a request to cancel or replace a message if it is unable to authorize the VAS to cancel or replace MMs, or find the Message ID indicated in the request, or cannot determine that the indicated message was originally submitted by the VASP.  

8.7.3.3 Features

Authorization: The VASP must supply its own identifier, the VAS identifier as part of the request.

8.7.4.2 Abnormal Operation

In case the VASP cannot identify the MMS Relay/Server or the Message ID is not recognized, then the VASP shall respond with a MM7_delivery_report.RES including a status which indicates the reason the delivery report was not accepted.

8.7.4.3 Features


8.7.5.2 Abnormal Operation

In case the VASP cannot identify the MMS Relay/Server or the Message ID is not recognized, then the VASP shall respond with a MM7_read_reply.RES including a status which indicates the reason the read reply report was not accepted.

8.7.5.3 Features
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